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Information Security Policy

Information Security Policy Information security is for the protection of company information
assets from accidental or deliberate misuse. Information resources include, but are not limited
to, all corporate, client/principal and personal information, such as communications, hardware,
software, programs, data, libraries, reports, documentation, personnelrecords and
files regardless of storage media.

All APL employees or persons (contractors/consultants) authorized to access corporate
information systems and facilities share the responsibility for the security of all APLand its
Client/Principal’s information system and resources including Personally Identifiable Information
(PIl) and are required to abide by the security policy without exception. In general, each
person is responsible for:
e Taking precautions to protect company information assets
e Their own actions within APL’s environment
e Reporting inappropriate or compromising activity, suspected vulnerabilities or security
events to management and that they may become aware of in the course of executing
their duties.

APL ISMS Policies and Standards are following the Standard Code of Practice for Information
Security (1S027001:2022).



